ACCEPTABLE USE OF COMPUTER NETWORKS/INTERNET 
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PURPOSE
Williamsburg School District (WSD) through the Williamsburg School Council has adopted a Mission Statement and series of goals. Part of this mission is to "provide all students with a quality education," and specifically to"provide computers and other technologies throughout the district."

It is the goal of WSD to prepare students to become computer literate in an increasingly technological world. In fulfillment of this mission, WSD has implemented an extensive internal computer network with appropriate educational programs and has established the infrastructure necessary for students and staff to access the Internet.

The Internet as used by students and staff of WSD will be solely a tool to facilitate educational research. No other use of the Internet will be endorsed or allowed by WSD. Specifically, through the use of computers, students and staff will be able to access educational research materials stored on other computers at other facilities located throughout the world. They will also be able to collaborate with other

students and peers with Internet access anywhere on Earth!

Although this represents a significant opportunity, there are important responsibilities that must be shared among students, parents, and staff. The purpose of this policy is to detail these responsibilities in a manner understandable to all parties involved

AUTHORITY
Protection of the student is the overriding concern of WSD. Most of the policy set forth in this document deals with providing a positive and wholesome experience for all students. The School Committee also has a fiduciary responsibility to the taxpayers of WSD. As a result, this policy involves rules for the protection of District property and assets and adherence to local, state, and federal law.

The Williamsburg School District reserves the right to log network use and to monitor fileserver space utilization by district users while respecting the privacy of both district users and outside users. It is often necessary to access user accounts in order to perform routine maintenance and security tasks. User accounts are therefore the property of the School District. The system administrator has the right to access user accounts to uphold this policy and maintain the system. The district reserves the right to remove a user account from the network to prevent unauthorized or illegal usage.

The Williamsburg School District computer network includes all local area networking and wide area networking within the school community as well as all online and direct-wired networking such as Internet to which the school network may be linked.

ACCEPTABLE USE
All persons (students and staff) using the WSD computer network must conduct themselves in a responsible, ethical and polite manner.

As stated above, use of the WSD computer network is to be limited to legitimate academic purposes. This means using the network in such a manner as to have a direct or indirect impact on the student's educational program at WSD. The use of the computer network for sending frivolous electronic mail (e-mail), chatting, reading and sending jokes, researching non-academic related sources such as MTV, sports sites, and playing computer games will not be supported or allowed to occur at WSD. The use of the system for defamatory, inaccurate abusive, obscene, profane, sexually oriented, threatening, offensive, and illegal material or other prohibited activities shall not be permitted, and WSD will use any and all efforts, within the confines of the law, to prevent such material from entering the school's network. Individuals are encouraged to report such activity to the school administration.

PRIVACY
For the protection of our students, all users are advised and should be reinforced by parents/guardians to NEVER disclose personal information over the network such as home address, physical description, route to and from school, or any other personal information that could threaten the safety and security of our children.

NETWORK SECURITY
Users may not allow others to access the computer network by sharing account information or passwords.

Users may not move, repair, reconfigure, modify, or attach external devices to any network equipment. All malfunctions or problems are to be reported to the WSD administration.

No computer software is to be installed onto any WSD computer by the staff or students that has not been legally obtained officially through the purchasing office of WSD. Storage media (diskettes, CD-ROMs) not purchased directly by WSD may not be inserted into any WSD computer.

Software copyright infringement has recently become a major focus of law. Severe penalties may result from this activity. This affects not only the offending individual, but also exposes WSD to legal action . As a result, this practice will not be tolerated and proper software licensing will be aggressively enforced by WSD. Any question or concern about the legality of software should be referred to the WSD administration.

Another problem caused by using storage media not purchased by WSD is the possible introduction of computer viruses into the network. Viruses can also enter the system through files downloaded from the Internet and completely unknown to the user. A computer virus is a software program created for the purpose of disrupting computer systems or destroying information stored on the computer. These insidious invasions can cost thousands of dollars to undo. Certain safeguards are in place to protect the network, however this is no guarantee. Anyone who willfully introduces a computer virus onto equipment owned by WSD will have their computer privileges suspended or revoked and may be held liable for damages.

Attempted vandalism to equipment or software will result in suspension or loss of computer privileges or possibly more severe consequences. This includes not only physical destruction of computer equipment, but also destruction of cabling and network infrastructure, attempts to gain unauthorized access by defeating network security (commonly known as "hacking"), attempts to gain access by using

a different account or password and destruction or alteration of files.

REMEDY
The use of the computer network at WSD is a privilege granted only to responsible users. As a result, WSD reserves the right to suspend or terminate use of these facilities as deemed appropriate by the WSD administration and School Committee.

WSD further reserves the right to reasonably monitor and regulate the accounts of students and staff in order to ensure compliance with this entire computer use policy. This includes, but may not be limited to, physical surveillance of users as they access the network, interception of electronic mail messages, examination of files accessed by the users of the network, and restricting time-of-day or locations of use.

This policy may be amended by WSD at any time.
